DEFENSE INFORMATION SYSTEMS AGENCY

P. 0. BOX 549
FORT MEADE, MARYLAND 20755-0549

rererto: Joint Interoperability Test Command (JTB) 25 November 2025

MEMORANDUM FOR DISTRIBUTION

SUBJECT: Extension of the Joint Interoperability Certification of the G&D North America, Inc
Keyboard-Video-Mouse (KVM) over Internet Protocol (IP) (KVM-over-IP) with
Software Release 1.x

References: (a) Department of Defense Instruction 8100.04, "DoD Unified Capabilities (UC),"
9 December 2010
(b) Office of the Department of Defense Chief Information Officer, "Department of
Defense Unified Capabilities Requirements 2013 (UCR 2013) Change 2,"
September 2017
(c) through (f), see Enclosure

1. Certification Authority. Reference (a) establishes the Joint Interoperability Test Command
(JITC) as the Joint Interoperability Certification Authority for the Department of Defense
Information Network (DoDIN) products, Reference (b).

2. Conditions of Certification. The G&D North America, Inc Keyboard-Video-Mouse
(KVM) over Internet Protocol (IP) (KVM-over-IP) with Software Release 1.x, hereinafter
referred to as the System Under Test (SUT), meets the critical requirements of the Unified
Capabilities Requirements, Reference (b), as a Closed Video Distribution System (VDS) or VDS
over [P (VDS-IP) and is certified for joint use with the conditions described in Table 1. This
certification expires upon changes that affect interoperability, but no later than the expiration
date specified in the DoDIN Approved Products List (APL) memorandum.

This extension of the certification is for Desktop Review (DTR) 1. DTR 1 requested the
following:

e Update the Software Release versions of the following components to close
Cybersecurity (CS) findings and resolve the interoperability (IO) test discrepancies
documented in 10 Test Discrepancy Reports (TDRs) G&D (GAD)-1835-001, GAD-
1835-003, GAD-1835-006, and GAD-1835-063:

- ControlCenter-IP 2.0 from v1.6 to v1.7 (build 877)
- ControlCenter-IP-XS from v1.1 to v1.1 (build 355)
- DVI-Vision-IP from v2.4 to v2.4 (build 1027)

- VisionXS-IP from v1.5 to v1.5 (build 994)

- RemoteAccess from v1.3 to v1.3 (build 361)
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e Provide a current Federal Information Processing Standard (FIPS) Cryptographic Module
Validation Program (CMVP) certificate.

e Implement CS-related user enhancements.

See Table 1 for updated conditions and Paragraph 4 for the test details.

Table 1. Conditions

o Operational
Description P Remarks
Impact
UCR Waivers
. . This IPv6 waiver expires one (1)
The DoD CIO granted a one-year DoDIN APL IPv6 Waiver, Reference (c). (Applies CLOSED year from the date this product
for TDRs GAD 1835-001, -003, and -006 through -063) (See note.) receives DoDIN APL approval.
TDR# Conditions of Fielding
VDS-000140 - Partial Comply: Per the Vendor’s LoC, scaling is ) On 10 December 2024, DISA
not supported on CON/CPU devices but the refresh rate can be Minor R o
GAD-1835-002 . . adjudicated this discrepancy as
modified. with CoF Minor with CoF
CoF: This mitigation must be documented in the Vendor’s MUDG. '
TDR# Open Test Discrepancies
GAD-1835-001 VDS-000050 — Non-Comply: Per the Vendor’s LoC, the SUT does CLOSED See note.
not support IPv6.
GAD-1835-003 VDS-000650 — Non-Comply: Per the Vendor’s LoC, the SUT does CLOSED See note.
not support IPv6.
VDS-000690 - Non-Comply: Per the Vendor’s LoC, the SUT is a None %qul(g(zfgjr;?:iji(ﬁ:’ :;ICSA% a
GAD-1835-004 | VDS-IP system with an Open Distribution, not a proprietary UCR Change J crepancy
o . UCR Change Requirement —
distribution. Requirement : .
from Required to Conditional
VDS-000700 - Non-Comply: Per the Vendor’s LoC, the SUT uses On 10 December 2024, DISA
a proprietary compression method, but this is only internal to the Norllle adjudicated this discrepancy as a
GAD-1835-005 system. Video is available through standard video interfaces (DP, lfiglticr:er?)réif UCR Change Requirement —
DVI) and is not compressed on this output. q from Required to Conditional
GAD-1835
-006 - 1P6-000010 — IP6-001150 — Non-Comply: Per the Vendor’s LoC,
through the SUT does not support IPv6. CLOSED See note.
-063

LEGEND:

APL Approved Products List GAD
CoF Condition of Fielding 1P

CIO Chief Information Officer IPv6
CON Console LoC
CPU Central Processing Unit MUDG
DISA Defense Information Systems Agency NIWC
DoD Department of Defense POA&M
DoDIN DoD Information Network SUT
DTR Desktop Review TDR
DP Display Port UCR
DVI Digital Video Interface VDS

NOTE(S): GAD-1835-001, -003, and -006 through -063: On 10 December 2024, DISA adjudicated these discrepancies as Minor with DoD
CIO IPv6 Waiver and Vendor POA&M. With DTR 1, TDRs GAD-1835-001, -003, and -006 through -063 were closed based on testing at
NIWC 3 October 2025; the SUT successfully met the VDS-000050, VDS-000650, and 1P6-000010 through IP6-001150 requirements in
accordance with Reference (b) with the updated component software versions, as noted in Table 4.

TDR acronym for G&D

Internet Protocol

Internet Protocol version 6

Letter of Compliance

Military Unique Deployment Guide
Naval Information Warfare Center
Plan of Action and Milestones
System Under Test

Test Discrepancy Report

Unified Capabilities Requirements
Video Distribution System
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3. Interoperability Status. Table 2 provides the SUT Interface Status, Table 3 provides the
Capability Requirements and Functional Requirements Status, and Table 4 provides a DoDIN
APL Product Summary, to include DTR updates.

Table 2. Interface Status

Interface Applicability ‘ Status Remarks
Closed VDS (See note 1.)
RS-232 C (See note 2.) Not Tested
RS-422 C (See note 2.) Not Tested
RS-485 C (See note 2.) Not Tested
USB (6] Not Tested
Ethernet — IEEE 802.3i (10BaseT UTP) O (See note 3.) Not Tested
Ethernet - IEEE 802.3u (100BaseT UTP) O (See note 3.) Not Tested
Ethernet - IEEE 802.3u (100BaseFX) O (See note 3.) Not Tested
Ethernet - IEEE 802.3ab (1000BaseT UTP) O (See note 3.) Not Tested
Ethernet - IEEE 802.3z (1000BaseX Fiber) O (See note 3.) Not Tested
Ethernet - IEEE 802.3ae (10GBaseX) O (See note 3.) Not Tested
VDS Over IP System (See notes 1 and 4.)
RS-232 C Not Tested See note 5.
USB C Met
Ethernet — IEEE 802.3i (10BaseT UTP) C (See note 6.) Met
Ethernet - IEEE 802.3u (100BaseFX) C (See note 6.) Met
Ethernet - IEEE 802.3ab (1000BaseT UTP) C (See note 6.) Met
Ethernet - IEEE 802.3z (1000BaseX Fiber) C (See note 6.) Met
Ethernet - IEEE 802.3ae (10GBaseX) O (See note 6.) Met
VDS Matrix Controller R Met
Network Management Interfaces for VDS Products (See note 7.)
IEEE 802.31 (10BaseT UTP) C Met
IEEE 802.3u (100BaseT UTP) C Met
IEEE 802.3ab (1000BaseT UTP) C Met
IEEE 802.3z (1000BaseX Fiber) C Met
VDS Subcomponents (See note 8.)
VDS Signal Extenders (See note 9.)
Coaxial C Not Tested See note 10.
Twisted Pair C Met
Fiber Optical C Met
VDS Peripheral Connectors (See note 11.)
BNC C Not Tested See note 10.
DVI C Met
VGA C Not Tested See note 10.
HDMI C Not Tested See note 10.
RCA C Not Tested See note 10.
Fiber C Met
Modular Connectors C Not Tested See note 10.

(Table continues next page.)
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Table 2. Interface Status (continued)

Interface Applicability ‘ Status ‘ Remarks

VDS Subcomponents (See note 8.)

VDS Peripheral Connector Conversion Devices (See note 12.)

BNC C Not Tested See notes 5 and 13.
DVI C Met See note 13.
VGA C Not Tested See notes 5 and 13.
HDMI C Met See note 13.
RCA C Not Tested See notes 5 and 13.
Fiber C Met

Modular Connectors C Not Tested See notes 5 and 13.

NOTE(S):

1. The UCR defines two VDS products —a Closed VDS System and a VDS-IP System. The SUT is a VDS-IP System.

2. The UCR requires Closed VDS Systems support RS-232, RS-422, or RS-485.

3. The UCR specifies a Closed VDS Systems may support an Ethernet interface but does not specify media or data rate. The SUT may
support one or more of the specified interfaces.

4. The UCR specifies that VDS-IP subcomponents shall support serial RS-232, USB, or Ethernet.

5. The SUT supports this conditional requirement, however due to test lab limitations, this requirement was not tested.

6. The UCR specifies a VDS-IP System support an Ethernet interface but does not specify media or data rate. The SUT must support at least
one of the specified interfaces.

7. The UCR specifies all network appliances must be managed via an Ethernet interface but does not specify media or data rate. The SUT
must support at least one of the specified interfaces.

8. Closed VDS Systems and VDS-IP Systems may support VDS Signal Extenders, Peripheral Connectors, or Peripheral Connector
Conversion devices. If supported, these subcomponents must meet the applicable UCR requirements specified in Section 9.

9. If the SUT supports VDS Signal Extenders it must provide one of the specified interfaces.

10. The SUT does not support this conditional requirement.

11. If the SUT supports peripheral connectors it must support at least one of the specified interfaces.

12. If the SUT supports VDS Peripheral Connector Conversion devices it must support at least one of the specified interfaces.

13. The SUT requires a third party converter to support this conditional requirement.

LEGEND:
BaseFX Megabit Ethernet over fiber (¢} Optional
BaseT Megabit (Baseband Operation, Twisted Pair) Ethernet R Required
BaseX Megabit Ethernet over Fiber or Copper RCA Radio Corporation of America
BNC Bayonet Neill-Concelman RS Recommended Standard
C Conditional SUT System Under Test
DVI Digital Visual Interface UCR Unified Capabilities Requirements
GBaseX Gigabit Ethernet over Fiber or Copper USB Universal Serial Board
HDMI High-Definition Multimedia Interface UTP Unshielded Twisted Pair
ID Identification VDS Video Distribution System
IEEE Institute of Electrical and Electronics Engineers VGA Video Graphics Array
P Internet Protocol
Table 3. Capability Requirements and Functional Requirements Status
CR/FR . UCR 2013 Change 2
UCR Requirement (See note 1.) g Status
ID Reference
1 Cybersecurity Requirements (R) See note 2. Met (See note 2.)
2 General VDS System (R) 9.1 Partially Met (See note 3.)
3 Closed VDS System (C) 9.2 Not Tested (See note 4.)
4 VDS over IP (VDS-IP) (C) 9.3 Partially Met (See note 3.)
5 VDS Recording (C) 9.4 Not Tested (See note 5.)
6 Internet Protocol version 6 (IPv6) (R) Section 5, Table 5.2-1 Met (See note 6.)
NOTE(S):
1. The annotation of "required" refers to a high-level requirement category. Table 3-2 in Enclosure 3 of Reference (d) addresses the
applicability of each sub-requirement.

(Table continues next page.)
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Table 3. Capability Requirements and Functional Requirements Status (continued)

NOTE(S):

2. A NIWC-led Cybersecurity test team tested Security and published the results in a separate report, Reference (e).

3. Not all requirements were met. Refer to Table 3-2 in Enclosure 3 of Reference (d) for sub-requirement details and Table 1 for conditions
and limitations.

4. The SUT is a VDS over IP system; therefore, these requirements are not applicable to the SUT.

5. The SUT does not support conditional VDS Recording requirements.

6. Per the Vendor’s LoC, the SUT does not support IPv6. The DoD CIO granted a one-year IPv6 waiver for the SUT. See Conditions in
Table 1 for additional information. With DTR 1, the SUT status for IPv6 requirements changed from “Partially Met” to “Met” with resolution
of TDRs GAD-1835-001, GAD-1835-003, and GAD-1835-006 through GAD-1835-063, as noted in Table 1.

LEGEND:

APL Approved Products List 1P Internet Protocol

C Conditional IPv6 IP version 6

CIO Chief Information Officer LoC Letter of Compliance

CR Capability Requirement NIWC  Naval Information Warfare Center
DoD  Department of Defense R Required

DTR  Desktop Review SUT System Under Test

FR Functional Requirement TDR Test Discrepancy Report

GAD  TDR acronym for G&D UCR Unified Capabilities Requirements
ID Identification VDS Video Distribution System

Table 4. DoDIN APL Product Summary

Product Identification

Product Name G&D North America, Inc KVM-over-1P

Software Release 1.x

UCR Product Type(s) | Video Distribution System

G&D’s KVM-over-IP solution provides, video, audio, USB, and serial switching over an IP network. Either a
Product Description ControlCenter-IP or ControlCenter-IP-XS (referred to as ControlCenter-IP(-XS) throughout this document),
along with a layer 2 managed switch, provides matrix switching functionality for the system.

DOD]!N Ce'rtlﬁed Component Name (See notes 1, 2, and 3.) Tested Version Remarks
unction
Matrix Switches
1 P2 VI. Z] build 877 Matrix switch component -
Video Distribution ControlCenter-IP 2.0 with SecureCert | o) management interface
System (VDS) (See note 4.)
vL.1 (build 355)
Vl. 1 (build 353 Smaller form-factor, reduced
ControlCenter-IP-XS with SecureCert functionality on the XS
(See note 4.) Y )
Digital Video Interfaces
DP1.2-Vision-IP-AR-CON
DL-DVI-Vision-IP-AR-CON
DL-DVI-Vision-IP-Fiber(M)-AR-CON Display port 1.2 console
Video Distribution DL-DVI-Vision-IP-Fiber(S)-AR-CON v2.4 (build 1027) | module - prov{des video
System (VDS) DP1.2-Vision-IP-Fiber(M)-AR-CON - ’
M . . with SecureCert | keyboard, and mouse
DP1.2-Vision-IP-Fiber(S)-AR-CON (See note 4.) switching for ethernet and
DP-Vision-IP-AR-CON . fiber trar;gsmission
DP-Vision-IP-Fiber(M)-AR-CON :
DP-Vision-IP-Fiber(S)-AR-CON
DVI-Vision-IP-AR-CON

(Table continues next page.)
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Table 4. DoDIN APL Product Summary (continued)

DoDIN Certified

. Component Name (See notes 1, 2, and 3.) Tested Version Remarks
Function

Digital Video Interfaces (continued)

DVI-Vision-IP-Fiber(M)-AR-CON
DVI-Vision-IP-Fiber(S)-AR-CON
DP1.2-Vision-IP-Fiber(M)-AR-CON
DP1.2-Vision-IP-AR-CPU
DP1.2-Vision-IP-Fiber(M)-AR-CPU
DP1.2-Vision-IP-Fiber(S)-AR-CPU
DP-Vision-IP-AR-CPU
DP-Vision-IP-Fiber(M)-AR-CPU
DP-Vision-IP-Fiber(S)-AR-CPU
DVI-Vision-IP-AR-CPU
DVI-Vision-IP-Fiber(M)-AR-CPU
DVI-Vision-IP-Fiber(S)-AR-CPU

Display port 1.2 console
v2.4 (build 1027) | module - provides video,
with SecureCert keyboard, and mouse
(See note 4.) switching for ethernet and
fiber transmission.

Console Modules

VisionXS-IP-CON-C-DP-UHR-AR-DT
VisionXS-IP-CON-F(M)-DP-UHR-AR-DT
VisionXS-IP-CON-C-DP-HR
VisionXS-IP-CON-C-DP-HR-AR-DT
VisionXS-IP-CON-C-DP-HR-AR-DT-PoE
VisionXS-IP-CON-C-DP-HR-DH
VisionXS-IP-CON-C-DP-HR-DH-AR-DT
VisionXS-IP-CON-C-DP-HR-DH-AR-DT-PoE
VisionXS-IP-CON-C-DP-HR-DH-DT
VisionXS-IP-CON-C-DP-HR-DH-DT-PoE
VisionXS-IP-CON-C-DP-HR-DH-PoE
VisionXS-IP-CON-C-DP-HR-DT
VisionXS-IP-CON-C-DP-HR-DT-PoE
VisionXS-IP-CON-C-DP-HR-PoE
Video Distribution VisionXS-IP-CON-F(M)-DP-HR

System (VDS) VisionXS-IP-CON-F(M)-DP-HR-AR-DT
VisionXS-IP-CON-F(M)-DP-HR-DH
VisionXS-IP-CON-F(M)-DP-HR-DH-AR-DT
VisionXS-IP-CON-F(M)-DP-HR-DH-DT
VisionXS-IP-CON-F(M)-DP-HR-DT

VisionXS-IP-CON-F(S)-DP-HR Small form-factor console
VisionXS-IP-CON-F(S)-DP-HR-AR-DT v1.5 (build 994) | module - provides video,
VisionXS-IP-CON-F(S)-DP-HR-DH with SecureCert | keyboard, and mouse
VisionXS-IP-CON-F(S)-DP-HR-DH-AR-DT (See note 4.) switching for ethernet and
VisionXS-IP-CON-F(S)-DP-HR-DH-DT fiber transmission

VisionXS-IP-CON-F(S)-DP-HR-DT
VisionXS-IP-CON-C-DP-UHR
VisionXS-IP-CON-C-DP-UHR-AR-DT-PoE
VisionXS-IP-CON-C-DP-UHR-DT
VisionXS-IP-CON-C-DP-UHR-DT-PoE
VisionXS-IP-CON-C-DP-UHR-PoE
VisionXS-IP-CON-F(M)-DP-UHR
VisionXS-IP-CON-F(M)-DP-UHR-DT
VisionXS-IP-CON-F(S)-DP-UHR
VisionXS-IP-CON-F(S)-DP-UHR-AR-DT
VisionXS-IP-CON-F(S)-DP-UHR-DT
VisionXS-IP-CON-C-DVI-I
VisionXS-IP-CON-C-DVI-I-AR-DT
VisionXS-IP-CON-C-DVI-I-AR-DT-PoE
VisionXS-IP-CON-C-DVI-I-DT
VisionXS-IP-CON-C-DVI-I-DT-PoE
VisionXS-IP-CON-C-DVI-I-PoE
VisionXS-IP-CON-F(M)-DVI-1
VisionXS-IP-CON-F(M)-DVI-I-AR-DT
VisionXS-IP-CON-F(M)-DVI-I-DT

(Table continues next page.)
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Table 4. DoDIN APL Product Summary (continued)

DoDIN Certified
Function

Component Name (See notes 1, 2, and 3.)

Tested Version

Remarks

Console Modules (continued)

Video Distribution
System (VDS)

VisionXS-IP-CON-F(S)-DVI-I
VisionXS-IP-CON-F(S)-DVI-I-AR-DT
VisionXS-IP-CON-F(S)-DVI-I-DT
VisionXS-IP-CON-C-HDM-HR
VisionXS-IP-CON-C-HDM-HR-AR-DT
VisionXS-IP-CON-C-HDM-HR-AR-DT-PoE
VisionXS-IP-CON-C-HDM-HR-DH
VisionXS-IP-CON-C-HDM-HR-DH-AR-DT
VisionXS-IP-CON-C-HDM-HR-DH-AR-DT-PoE
VisionXS-IP-CON-C-HDM-HR-DH-DT
VisionXS-IP-CON-C-HDM-HR-DH-DT-PoE
VisionXS-IP-CON-C-HDM-HR-DH-PoE
VisionXS-IP-CON-C-HDM-HR-DT
VisionXS-IP-CON-C-HDM-HR-DT-PoE
VisionXS-IP-CON-C-HDM-HR-PoE
VisionXS-IP-CON-C-HDM-UHR
VisionXS-IP-CON-C-HDM-UHR-AR-DT
VisionXS-IP-CON-C-HDM-UHR-AR-DT-PoE
VisionXS-IP-CON-C-HDM-UHR-DT
VisionXS-IP-CON-C-HDM-UHR-DT-PoE
VisionXS-IP-CON-C-HDM-UHR-PoE
VisionXS-IP-CON-F(M)-HDM-HR
VisionXS-IP-CON-F(M)-HDM-HR-AR-DT
VisionXS-IP-CON-F(M)-HDM-HR-DH
VisionXS-IP-CON-F(M)-HDM-HR-DH-AR-DT
VisionXS-IP-CON-F(M)-HDM-HR-DH-DT
VisionXS-IP-CON-F(M)-HDM-HR-DT
VisionXS-IP-CON-F(M)-HDM-UHR
VisionXS-IP-CON-F(M)-HDM-UHR-AR-DT
VisionXS-IP-CON-F(M)-HDM-UHR-DT
VisionXS-IP-CON-F(S)-HDM-HR
VisionXS-IP-CON-F(S)-HDM-HR-AR-DT
VisionXS-IP-CON-F(S)-HDM-HR-DH
VisionXS-IP-CON-F(S)-HDM-HR-DH-AR-DT
VisionXS-IP-CON-F(S)-HDM-HR-DH-DT
VisionXS-IP-CON-F(S)-HDM-HR-DT
VisionXS-IP-CON-F(S)-HDM-UHR
VisionXS-IP-CON-F(S)-HDM-UHR-AR-DT
VisionXS-IP-CON-F(S)-HDM-UHR-DT
VisionXS-IP-CON-C-TypeC-UHR
VisionXS-IP-CON-C-TypeC-UHR-AR-DT
VisionXS-IP-CON-C-TypeC-UHR-AR-DT-PoE
VisionXS-IP-CON-C-TypeC-UHR-DT
VisionXS-IP-CON-C-TypeC-UHR-DT-PoE
VisionXS-IP-CON-C-TypeC-UHR-PoE
VisionXS-IP-CON-F(M)-TypeC-UHR
VisionXS-IP-CON-F(M)-TypeC-UHR-AR-DT
VisionXS-IP-CON-F(M)-TypeC-UHR-DT
VisionXS-IP-CON-F(S)-TypeC-UHR
VisionXS-IP-CON-F(S)-TypeC-UHR-AR-DT
VisionXS-IP-CON-F(S)-TypeC-UHR-DT

v1.5 (build 994)

with Secure Cert
(See note 4.)

Small form-factor console
module - provides video,
keyboard, and mouse
switching for ethernet and
fiber transmission

Computer Modules

VisionXS-IP-CPU-F(M)-DP-HR-AR-UG-DT
VisionXS-IP-CPU-C-DP-UHR-AR-UG-DT
VisionXS-IP-CPU-C-DP-HR
VisionXS-IP-CPU-C-DP-HR-A
VisionXS-IP-CPU-C-DP-HR-A-PoE

v1.5 (build 994)
with Secure Cert

(See note 4.)

Small form-factor computer
modules for ethernet and
fiber transmission medium

(Table continues next page.)
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Table 4. DoDIN APL Product Summary (continued)

DoDIN Certified
Function

Component Name (See notes 1, 2, and 3.)

Tested Version

Remarks

Video Distribution
System (VDS)

Computer Modules (continued)

VisionXS-IP-CPU-C-DP-HR-AR-DT
VisionXS-IP-CPU-C-DP-HR-AR-DT-PoE
VisionXS-IP-CPU-C-DP-HR-AR-UG-DT
VisionXS-IP-CPU-C-DP-HR-AR-UG-DT-PoE
VisionXS-IP-CPU-C-DP-HR-A-UG
VisionXS-IP-CPU-C-DP-HR-A-UG-PoE
VisionXS-IP-CPU-C-DP-HR-DH
VisionXS-IP-CPU-C-DP-HR-DH-A
VisionXS-IP-CPU-C-DP-HR-DH-A-PoE
VisionXS-IP-CPU-C-DP-HR-DH-AR-DT
VisionXS-IP-CPU-C-DP-HR-DH-AR-DT-PoE
VisionXS-IP-CPU-C-DP-HR-DH-AR-UG-DT
VisionXS-IP-CPU-C-DP-HR-DH-AR-UG-DT-PoE
VisionXS-IP-CPU-C-DP-HR-DH-A-UG
VisionXS-IP-CPU-C-DP-HR-DH-A-UG-PoE
VisionXS-IP-CPU-C-DP-HR-DH-DT
VisionXS-IP-CPU-C-DP-HR-DH-DT-PoE
VisionXS-IP-CPU-C-DP-HR-DH-PoE
VisionXS-IP-CPU-C-DP-HR-DH-UG
VisionXS-IP-CPU-C-DP-HR-DH-UG-DT
VisionXS-IP-CPU-C-DP-HR-DH-UG-DT-PoE
VisionXS-IP-CPU-C-DP-HR-DH-UG-PoE
VisionXS-IP-CPU-C-DP-HR-DT
VisionXS-IP-CPU-C-DP-HR-DT-PoE
VisionXS-IP-CPU-C-DP-HR-PoE
VisionXS-IP-CPU-C-DP-HR-UG
VisionXS-IP-CPU-C-DP-HR-UG-DT
VisionXS-IP-CPU-C-DP-HR-UG-DT-PoE
VisionXS-IP-CPU-C-DP-HR-UG-PoEVisionXS-IP-
CPU-F(M)-DP-HR
VisionXS-IP-CPU-F(M)-DP-HR-A
VisionXS-IP-CPU-F(M)-DP-HR-AR-DT
VisionXS-IP-CPU-F(M)-DP-HR-A-UG
VisionXS-IP-CPU-F(M)-DP-HR-DH
VisionXS-IP-CPU-F(M)-DP-HR-DH-A
VisionXS-IP-CPU-F(M)-DP-HR-DH-AR-DT
VisionXS-IP-CPU-F(M)-DP-HR-DH-AR-UG-DT
VisionXS-1P-CPU-F(M)-DP-HR-DH-A-UG
VisionXS-IP-CPU-F(M)-DP-HR-DH-DT
VisionXS-IP-CPU-F(M)-DP-HR-DH-UG
VisionXS-1P-CPU-F(M)-DP-HR-DH-UG-DT
VisionXS-IP-CPU-F(M)-DP-HR-DT
VisionXS-IP-CPU-F(M)-DP-HR-UG
VisionXS-1P-CPU-F(M)-DP-HR-UG-DT
VisionXS-IP-CPU-F(S)-DP-HR
VisionXS-IP-CPU-F(S)-DP-HR-A
VisionXS-IP-CPU-F(S)-DP-HR-AR-DT
VisionXS-IP-CPU-F(S)-DP-HR-AR-UG-DT
VisionXS-IP-CPU-F(S)-DP-HR-A-UG
VisionXS-IP-CPU-F(S)-DP-HR-DH
VisionXS-IP-CPU-F(S)-DP-HR-DH-A
VisionXS-IP-CPU-F(S)-DP-HR-DH-AR-DT
VisionXS-IP-CPU-F(S)-DP-HR-DH-AR-UG-DT
VisionXS-1P-CPU-F(S)-DP-HR-DH-A-UG
VisionXS-IP-CPU-F(S)-DP-HR-DH-DT
VisionXS-IP-CPU-F(S)-DP-HR-DH-UG
VisionXS-1P-CPU-F(S)-DP-HR-DH-UG-DT
VisionXS-IP-CPU-F(S)-DP-HR-DT
VisionXS-IP-CPU-F(S)-DP-HR-UG
VisionXS-IP-CPU-F(S)-DP-HR-UG-DT

v1.5 (build 994
with Secure Cert

(See note 4.)

Small form-factor computer
modules for ethernet and
fiber transmission medium

(Table continues next page.)
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Table 4. DoDIN APL Product Summary (continued)

DoDIN Certified
Function

Component Name (See notes 1, 2, and 3.)

Tested Version

Remarks

Computer Modules (continued)

Video Distribution
System (VDS)

VisionXS-IP-CPU-C-DP-UHR
VisionXS-IP-CPU-C-DP-UHR-A
VisionXS-IP-CPU-C-DP-UHR-A-PoE
VisionXS-IP-CPU-C-DP-UHR-AR-DT
VisionXS-IP-CPU-C-DP-UHR-AR-DT-PoE
VisionXS-IP-CPU-C-DP-UHR-AR-UG-DT-PoE
VisionXS-IP-CPU-C-DP-UHR-A-UG
VisionXS-IP-CPU-C-DP-UHR-A-UG-PoE
VisionXS-IP-CPU-C-DP-UHR-DT
VisionXS-IP-CPU-C-DP-UHR-DT-PoE
VisionXS-IP-CPU-C-DP-UHR-PoE
VisionXS-IP-CPU-C-DP-UHR-UG
VisionXS-IP-CPU-C-DP-UHR-UG-DT
VisionXS-IP-CPU-C-DP-UHR-UG-DT-PoE
VisionXS-IP-CPU-C-DP-UHR-UG-PoE
VisionXS-IP-CPU-F(M)-DP-UHR
VisionXS-IP-CPU-F(M)-DP-UHR-A
VisionXS-IP-CPU-F(M)-DP-UHR-AR-DT
VisionXS-IP-CPU-F(M)-DP-UHR-AR-UG-DT
VisionXS-IP-CPU-F(M)-DP-UHR-A-UG
VisionXS-IP-CPU-F(M)-DP-UHR-DT
VisionXS-IP-CPU-F(M)-DP-UHR-UG
VisionXS-IP-CPU-F(M)-DP-UHR-UG-DT
VisionXS-IP-CPU-F(S)-DP-UHR
VisionXS-IP-CPU-F(S)-DP-UHR-A
VisionXS-IP-CPU-F(S)-DP-UHR-AR-DT
VisionXS-IP-CPU-F(S)-DP-UHR-AR-UG-DT
VisionXS-IP-CPU-F(S)-DP-UHR-A-UG
VisionXS-IP-CPU-F(S)-DP-UHR-DT
VisionXS-IP-CPU-F(S)-DP-UHR-UG
VisionXS-IP-CPU-F(S)-DP-UHR-UG-DT
VisionXS-IP-CPU-C-DVI-I
VisionXS-IP-CPU-C-DVI-I-A
VisionXS-IP-CPU-C-DVI-I-A-PoE
VisionXS-IP-CPU-C-DVI-I-AR-DT
VisionXS-IP-CPU-C-DVI-I-AR-DT-PoE
VisionXS-IP-CPU-C-DVI-I-AR-UG-DT
VisionXS-IP-CPU-C-DVI-I-AR-UG-DT-PoE
VisionXS-IP-CPU-C-DVI-I-A-UG
VisionXS-IP-CPU-C-DVI-I-A-UG-PoE
VisionXS-IP-CPU-C-DVI-I-DT
VisionXS-IP-CPU-C-DVI-I-DT-PoE
VisionXS-IP-CPU-C-DVI-I-PoE
VisionXS-IP-CPU-F(S)-HDM-UHR-UG
VisionXS-IP-CPU-F(S)-HDM-UHR-UG-DT
VisionXS-IP-CPU-C-TypeC-UHR
VisionXS-IP-CPU-C-TypeC-UHR-A
VisionXS-IP-CPU-C-TypeC-UHR-A-PoE
VisionXS-IP-CPU-C-HDM-HR-PoE
VisionXS-IP-CPU-C-HDM-HR-UG
VisionXS-IP-CPU-C-HDM-HR-UG-DT
VisionXS-IP-CPU-C-HDM-HR-UG-DT-PoE
VisionXS-IP-CPU-C-HDM-UHR-AR-DT-PoE
VisionXS-IP-CPU-C-HDM-UHR-AR-UG-DT
VisionXS-IP-CPU-C-HDM-UHR-AR-UG-DT-PoE
VisionXS-IP-CPU-C-HDM-UHR-A-UG
VisionXS-IP-CPU-C-HDM-UHR-A-UG-PoE
VisionXS-IP-CPU-C-HDM-UHR-DT
VisionXS-IP-CPU-C-HDM-UHR-DT-PoE
VisionXS-IP-CPU-C-HDM-UHR-PoE

v1.5 (build 994)

with Secure Cert
(See note 4.)

Small form-factor computer
modules for ethernet and
fiber transmission medium
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Table 4. DoDIN APL Product Summary (continued)

DoDIN Certified
Function

Component Name (See notes 1, 2, and 3.)

Tested Version

Remarks

Computer Modules (continued)

Video Distribution
System (VDS)

VisionXS-IP-CPU-C-HDM-UHR-UG
VisionXS-IP-CPU-C-HDM-UHR-UG-DT
VisionXS-IP-CPU-C-HDM-UHR-UG-DT-PoE
VisionXS-IP-CPU-C-HDM-UHR-UG-PoE
VisionXS-IP-CPU-F(M)-HDM-UHR
VisionXS-IP-CPU-C-TypeC-UHR-A-UG
VisionXS-IP-CPU-C-TypeC-UHR-A-UG-PoE
VisionXS-IP-CPU-C-TypeC-UHR-DT
VisionXS-IP-CPU-C-TypeC-UHR-DT-PoE
VisionXS-IP-CPU-C-TypeC-UHR-PoE
VisionXS-IP-CPU-C-TypeC-UHR-UG
VisionXS-IP-CPU-C-TypeC-UHR-UG-DT
VisionXS-IP-CPU-C-TypeC-UHR-UG-DT-PoE
VisionXS-IP-CPU-C-TypeC-UHR-UG-PoE
VisionXS-IP-CPU-F(M)-HDM-HR
VisionXS-IP-CPU-F(M)-HDM-HR-A
VisionXS-IP-CPU-F(M)-HDM-HR-AR-DT
VisionXS-IP-CPU-F(M)-HDM-HR-AR-UG-DT
VisionXS-IP-CPU-F(M)-HDM-HR-A-UG
VisionXS-IP-CPU-F(M)-HDM-HR-DH
VisionXS-IP-CPU-F(M)-HDM-HR-DH-A
VisionXS-IP-CPU-F(M)-HDM-HR-DH-AR-DT
VisionXS-IP-CPU-F(M)-HDM-HR-DH-AR-UG-DT
VisionXS-IP-CPU-F(M)-HDM-HR-DH-A-UG
VisionXS-IP-CPU-F(M)-HDM-HR-DH-DT
VisionXS-IP-CPU-F(M)-HDM-HR-DH-UG
VisionXS-IP-CPU-F(M)-HDM-HR-DH-UG-DT
VisionXS-IP-CPU-F(S)-HDM-HR-DH-UG
VisionXS-IP-CPU-F(S)-HDM-HR-DH-UG-DT
VisionXS-IP-CPU-F(S)-HDM-HR-DT
VisionXS-IP-CPU-F(S)-HDM-HR-UG
VisionXS-IP-CPU-F(S)-HDM-HR-UG-DT
VisionXS-IP-CPU-F(S)-TypeC-UHR
VisionXS-IP-CPU-F(S)-TypeC-UHR-A
VisionXS-IP-CPU-F(S)-TypeC-UHR-AR-DT
VisionXS-IP-CPU-F(S)-TypeC-UHR-AR-UG-DT
VisionXS-IP-CPU-F(S)-TypeC-UHR-A-UG
VisionXS-IP-CPU-F(S)-TypeC-UHR-DT
VisionXS-IP-CPU-F(S)-TypeC-UHR-UG
VisionXS-IP-CPU-F(S)-TypeC-UHR-UG-DT

v1.5 (build 994)
with Secure Cert

(See note 4.)

Small form-factor computer
modules for ethernet and
fiber transmission medium

Virtual Machine Access Components

RemoteAccess-IP-CPU-Fiber(M) Basic
RemoteAccess-IP-CPU-UG Basic
RemoteAccess-IP-CON
RemoteAccess-IP-CON-Fiber(M)
RemoteAccess-IP-CON-Fiber(S)
RemoteAccess-IP-CPU Basic

RemoteAccess-IP-CPU incl. PowerPack
RemoteAccess-IP-CPU-Fiber(M) incl. PowerPack
RemoteAccess-IP-CPU-Fiber(M)-UG Basic
RemoteAccess-IP-CPU-Fiber(M)-UG incl. PowerPack
RemoteAccess-IP-CPU-Fiber(S) Basic
RemoteAccess-IP-CPU-Fiber(S) incl. PowerPack
RemoteAccess-IP-CPU-Fiber(S)-UG Basic
RemoteAccess-IP-CPU-Fiber(S)-UG incl. PowerPack
RemoteAccess-IP-CPU-UG incl. PowerPack

v1.3 (build 361
with Secure Cert

(See note 4.)

Virtual machine control and
access for ethernet and fiber
transmission medium

(Table continues next page.)
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Table 4. DoDIN APL Product Summary (continued)

DoDIN Ce‘:rtlfied Component Name (See notes 1, 2, and 3.) Tested Version Remarks
Function
) ) Windows WlIldOW? 10 )
Client Workstation Enterprise Workstation to access
(Site-provided) Axway Desktop Validator 5.2.31494 management interface
ActivClient 7.1.0.153
NOTE(S):

1. NIWC tested the bolded and underlined components. The other components in the family series were not tested. However, JITC certified
the other components for joint use because they operate on the same software and have similar hardware as compared to the tested and
certified components and JITC analysis determined they were functionally identical for interoperability certification purposes.
2. Enclosure 3 of Reference (d) provides a detailed component and subcomponent list.
3. Any perceived acronym not defined in the LEGEND (below) is part of the product or component name.
4. With DTR 1, the software versions of the following components were updated to close open CS findings (see Reference [e]) and 1O test
discrepancies (see Table 1):

e  ControlCenter-IP 2.0 - from v1.6 to v1.7 (build 877)

e ControlCenter-IP-XS - from v1.1 to v1.1 (build 355)
e DVI-Vision-IP - from v2.4 to v2.4 (build 1027)
e VisionXS-IP - from v1.5 to v1.5 (build 994)
e RemoteAccess - from v1.3 to v1.3 (build 361)
LEGEND:
APL Approved Products List KVM Keyboard-Video-Mouse
CON Console M Multimode
CPU Central Processing Unit NIWC Naval Information Warfare Center
DoDIN Department of Defense Information Networks PoE Power Over Ethernet
DP Display Port S Single Mode
DTR Desktop Review Syslog System log
DVI Digital Video Interface UCR Unified Capabilities Requirements
F Fiber USB Universal Serial Bus
HD High Definition v version
HDM High Definition Module VDS Video Distribution System
1P Internet Protocol XS Extra Small
JTC Joint Interoperability Test Command

4. Test Details. This extension of the certification is based on DTR 1. The original
certification, documented in Reference (d), was based on IO testing, review of the Vendor's
Letter of Compliance (LoC), Defense Information Systems Agency (DISA) adjudication of open
Test Discrepancy Reports (TDRs), and the DISA Certifying Authority Recommendation for
inclusion on the DoDIN APL. The Naval Information Warfare Center (NIWC) completed
review of the Vendor’s LoC on 18 October 2024 and conducted IO testing at the NIWC Assured
Real-Time Communications Lab at Norfolk, Virginia, from 4 November through

8 November 2024, using test procedures derived from Reference (f). DISA adjudicated
outstanding TDRs on 10 December 2024. An NIWC-led CS test team conducted CS testing and
published the results in a separate report, Reference (e). Enclosure 2 of Reference (d) documents
the test results and describes the test network and system configurations. Enclosure 3 of
Reference (d) provides a detailed list of the interface, capability, and functional requirements.

DTR 1 requested the following:

e Update the software versions of the following components to close CS findings and
resolve the 10O test discrepancies documented in IO TDRs GAD-1835-001, GAD-1835-
003, GAD-1835-006, and GAD-1835-063:

- ControlCenter-IP 2.0 from v1.6 to v1.7 (build 877)
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- ControlCenter-IP-XS from v1.1 to v1.1 (build 355)
- DVI-Vision-IP from v2.4 to v2.4 (build 1027)
- VisionXS-IP from v1.5 to v1.5 (build 994)
- RemoteAccess from v1.3 to v1.3 (build 361)
e Provide a current FIPS CMVP certificate.

e Implement CS-related user enhancements.

JITC analysis, with input from NIWC, determined IO and CS testing were required to validate
resolution of the IO test discrepancies and CS findings and verify the software updates to
implement new and enhanced features, minor bug fixes, and maintenance did not change the
certified IO features and functions or approved CS posture of the SUT.

NIWC conducted CS testing of the SUT with the updated software from 1 October to
2 October 2025 and documented the results and the updated FIPS CMVP certificate in a separate
report, Reference (e).

NIWC conducted 10 testing on the SUT with the updated software on 3 October 2025, using test
procedures derived from Reference (f). Testing validated SUT support for IPv6 by configuring
IPv6 on the management device and reviewing KVM traffic results.

DTR 1 10 testing demonstrated the SUT meets current UCR 2013, Change 2 VDS requirements
with the updated software with no new IO test discrepancies. In addition, testing confirmed
resolution and closure of the IPv6 support discrepancies documented in TDRs GAD-1835-001,
GAD-1835-003, and GAD-1835-006 through GAD-1835-063. See Table 1 for updated SUT
conditions.

Based on analysis and the 10 test results, JITC approves DTR 1.

5. Additional Information. JITC distributes interoperability information via the JITC
Electronic Report Distribution system, which uses Sensitive but Unclassified Internet Protocol
Data (formerly known as NIPRNet) e-mail. Interoperability status information is available via
the JITC System Tracking Program (STP). STP is accessible by .mil/.gov users at
https://stp.jitc.disa.mil/. Test reports, lessons learned, and related testing documents and
references are on the JITC Industry Toolkit (JIT) at https://jit.thu.disa.mil/. Due to the sensitivity
of the information, the CS Assessment Package containing the approved configuration and
deployment guide must be requested directly from the Approved Products Certification Office
(APCO) via e-mail: disa.meade.peo-transport.list.approved-products-certification-of(@mail.mil.
All associated information is available on the DISA APCO website located at
https://aplits.disa.mil/.
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6. Point of Contact (POC). NIWC testing POC: Mrs. Alexandra Helfrich; Phone: (757) 675-
5180; E-mail: alexandra.e.helfrich.civ@us.navy.mil. JITC certification POC: Mr. Edward
Mellon; Phone: (667) 890-5056; E-mail: edward.a.mellon.civ@mail.mil; Mailing Address:
Joint Interoperability Test Command, ATTN: JTB - Mr. Edward Mellon, 6910 Cooper Avenue,
Fort Meade, MD 20755-7085. The APCO tracking number for the SUT is 2403001.

FOR THE COMMANDER:
DORN.LAWREN oigitally signed by
DORN.LAWRENCE.T.1168371930
CE.T.1168371930 pate: 2025.11.24 15:21:10 -07'00'
Enclosure a/s LAWRENCE T. DORN

Chief
Force Support and Logistics Division

Distribution (electronic mail):

DoD CIO

Joint Staff J-6, JCS

ISG Secretariat, DISA, JT

U.S. Strategic Command, J66

USSOCOM J65

USTRANSCOM J6

US Navy, OPNAV N2/N6FP12

US Army, DA-OSA, CIO/G-6, SAIS-CBC
US Air Force, SAF/A6SA

US Marine Corps, MARCORSYSCOM, SEAL, CERT Division
US Coast Guard, CG-64

DISA/ISG REP

OUSD Intel, IS&A/Enterprise Programs of Record
DLA, Test Directorate, J621C

NSA/DT

NGA, Compliance and Assessment Team
DOT&E

Medical Health Systems, JMIS PEO T&IVV
HQUSAISEC, AMSEL-IE-ME

APCO
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